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Signed Diffie-Hellman

Given a signature scheme , a prime-order group  and a hash function K, 

we define the following protocol:

𝖲𝖨𝖦 = (𝖦𝖾𝗇, 𝖲𝗂𝗀𝗇, 𝖵𝖿𝗒) (𝔾, p, g) 𝖧 : 𝔾3 →
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Signed Diffie-Hellman

c = gx

Given a signature scheme , a prime-order group  and a hash function K, 

we define the following protocol:
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x ←$ ℤp
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Signed Diffie-Hellman

c = gx

c′￼= (gy, σ) k ← 𝖧(gx, gy, (gx ) y)

Given a signature scheme , a prime-order group  and a hash function K, 

we define the following protocol:
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(𝗌𝗄, 𝗉𝗄) ←$ 𝖦𝖾𝗇

x ←$ ℤp
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σ ←$ 𝖲𝗂𝗀𝗇(𝗌𝗄, (gx, gy ))

𝗉𝗄
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Game-based Security Model for KE (informal)

Overview 
• Focus on 2-message protocols 
• Multi-user multi-session setting 

Initiator sessions are identified by an index  and a state  
Responders are identified by an index  and long-term key pair  

• Adversary can 
Initiate sessions and send arbitrary messages 
Use their own (potentially malicious) long-term keys 
Corrupt secret keys 
Expose session states  
Reveal session keys

i 𝗌𝗍i

j (𝗌𝗄j, 𝗉𝗄j)
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Overview 
• Focus on 2-message protocols 
• Multi-user multi-session setting 

Initiator sessions are identified by an index  and a state  
Responders are identified by an index  and long-term key pair  

• Adversary can 
Initiate sessions and send arbitrary messages 
Use their own (potentially malicious) long-term keys 
Corrupt secret keys 
Expose session states  
Reveal session keys

i 𝗌𝗍i

j (𝗌𝗄j, 𝗉𝗄j)

Goal: distinguish real from random session keys of fresh sessions 

• Forward secrecy 
• (Explicit) unilateral authentication
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Game-based Security Model for KE (informal)

c

c′￼

(𝗌𝗄j, 𝗉𝗄j) ←$ 𝖦𝖾𝗇

(𝗌𝗍i , c) ←$ 𝖨𝗇𝗂𝗍(𝗉𝗄j )

𝗉𝗄j

(k, c′￼) ←$ 𝖱𝖾𝗌𝗉(𝗌𝗄j , c)

c

k ← 𝖱𝖾𝖼𝗏(𝗌𝗍i , c′￼)

𝗉𝗄j

k

k , c′￼

time
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Game-based Security Model for KE (formal)

 
 

Return 

m ++
(𝗌𝗄m, 𝗉𝗄m ) ←$ 𝖦𝖾𝗇

𝗉𝗄m

 
 

 
 

 
 

A
Return 

n, m ← 0
Q ← ∅
P[⋅], I[⋅] ← ⊥
R[⋅,⋅] ← ∅
ICH ← ∅
CR, XP ← ∅
b′￼←

b′￼

Game  A  𝖨𝖭𝖣b
𝖪𝖤( ) GENINIT(𝗉𝗄)

 
 

 

      
Return 

n ++
(𝗌𝗍n , c ) ←$ 𝖨𝗇𝗂𝗍(𝗉𝗄)
If ∃j ∈ [m] : 𝗉𝗄 = 𝗉𝗄j :

P[n] ← j; I[n] ← c
c RESPOND           ( j, c, ch) ∖∖ j ∈ [m]

 
  

     
     

        K
           

Return 

(k, c′￼) ←$ 𝖱𝖾𝗌𝗉(𝗌𝗄j , c)
If ∃i ∈ [n] : P[i] = j ∧ I[i] = c:

R[ j, i] ← R[ j, i] ∪ {c′￼}
If ch ∧ i ∉ XP:

If b = 1: k ←$

ICH ← ICH ∪ {i}
(k, c′￼)

RECEIVE         ( i, c′￼, ch) ∖∖ i ∈ [n]∖Q
 

 Return  
 

 Return  
 

    K
     
Return 

Q ← Q ∪ {i}
If c′￼∈ R[P[i], i]:
k ← 𝖱𝖾𝖼𝗏(𝗌𝗍i , c′￼)
If k = ⊥ : ⊥
If ch ∧ i ∉ XP ∧ P[i] ∈ [m]∖CR:

If b = 1: k ←$

ICH ← ICH ∪ {i}
k

 A A  

                 A

𝖠𝖽𝗏𝗂𝗇𝖽
𝖪𝖤( ) := 𝖯𝗋[𝖨𝖭𝖣𝟢

𝖪𝖤( ) = 1]

− 𝖯𝗋[𝖨𝖭𝖣𝟣
𝖪𝖤( ) = 1]
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Game-based Security Model for KE (formal)
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    K
     
Return 

Q ← Q ∪ {i}
If c′￼∈ R[P[i], i]:
k ← 𝖱𝖾𝖼𝗏(𝗌𝗍i , c′￼)
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− 𝖯𝗋[𝖨𝖭𝖣𝟣
𝖪𝖤( ) = 1]

Book-keeping and 
consistency checks
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Partnering (matching 
conversations)
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Key Indistinguishability and trivial attacks: Under which conditions should  look like random?k
• A can create (dishonest) responders and reveal the initiator’s session key.
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Signed Diffie-Hellman

Given a signature scheme , a prime-order group  and a hash function K, 

we define the following protocol:
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Security of Signed Diffie-Hellman

Theorem:  
Let A be an adversary against the Signed-DH protocol, where  is modeled as a random oracle. 

Then we construct adversaries B  against  and B  against  such that: 

     A B B

𝖧

1 𝖲𝖨𝖦 2 (𝔾, p, g)

𝖠𝖽𝗏𝗂𝗇𝖽
𝖲𝗂𝗀𝗇𝖾𝖽-𝖣𝖧( ) ≤ 2qgen ⋅ 𝖠𝖽𝗏𝗌𝗎𝖿-𝖼𝗆𝖺

𝖲𝖨𝖦 ( 1) + qinit ⋅ 𝖠𝖽𝗏𝗌𝗍-𝖼𝖽𝗁
𝔾,p,g ( 2) + 2 ⋅ qinitqgen ⋅ 2−γ𝖲𝗂𝗀 +

2qH(qinit + qresp)

p
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•  aborts if A “predicts” signing key pair𝖦b
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More details: https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf  

• Full model and tight proof from multi-user assumptions

https://github.com/proof-ladders/protocol-ladder/blob/main/Notes/computational/main.pdf
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Next up: Vincent (ProVerif) and Cas (Tamarin)
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